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1
Decision/action requested

This proposal is to remove several obsolete Editor’s Notes in TS 33.535. SA3 is kindly requested to approve this document.
2
References

[1]
3GPP TS 33.535, Authentication and Key Management for Applications, v0.3.0
3
Rationale
There are several obsolete Editor’s Notes in TS 33.535 v0.3.0 [1], which were created at the beginning of the TS, with the aim of explaining the skeleton for further inputs. It’s proposed that these Editor’s Notes could be removed considering the current progress.
4
Detailed proposal
*** START 1st CHANGE ***
4
Architecture for Authentication and Key Management for Applications (AKMA)

4.1
Reference model
Figure 4.1-1 shows a fundamental network model of AKMA, as well as the interfaces between them. 
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Figure 4.1-1: Fundamental Network Model for AKMA
NOTE: Figure 4.1-1 shows the case where AAnF is deployed as a standalone function. Deployments can choose to collocate AAnF with AUSF or with NEF according to operators’ deployment scenarios. 
The AKMA service requires a new logical entity: AKMA Anchor Function (AAnF).  
AAnF is the anchor function in the HPLMN that generates the key material to be used between the UE and the AF and maintains UE AKMA contexts to be used for subsequent bootstrapping requests.
*** END of 1st CHANGE***
*** START 2nd CHANGE ***
4.2
Network elements

4.2.1
AAnF
AAnF enables the AKMA anchor key (KAKMA) derivation for AKMA service. Before invoking AKMA service, UE shall have successfully registered to the 5G core, which results in KAUSF being stored at the AUSF and the UE after a successful 5G primary authentication. 
4.2.2
AF

AF is defined in TS 23.501 [3] with the additional functions:

- AF with the AKMA service enabling requests for KAF from the AAnF using AKMA key Identifier.
4.2.3
NEF

NEF is defined in TS 23.501[3] with the additional functions:

- NEF finds the AAnF.
4.3
Interface description
The following interfaces are involved in AKMA network architecture: 

· Nnef: Service-based interface exhibited by NEF.
· Nausf: Service-based interface exhibited by AUSF.
· Nudm: Service-based interface exhibited by UDM.
· Naanf: Service-based interface exhibited by AAnF.
· Naf: Service-based interface exhibited by AF.
The AAnF interacts with the AUSF and the AF using Service-Based Interfaces. When the AF is located in the operator’s network, the AAnF shall use Service-Based Interface to communicate with the AF directly. When the AF is located outside the operator’s network, the NEF shall be used to exchange the messages between the AF and the AAnF.
4.3.1
Reference point Ua*

The reference point Ua* carries the application protocol, which is secured using the key material agreed between UE and AAnF as a result of successful AKMA procedures.

Editor’s Note: It is expected that the existing GBA based Ua protocols are reused with necessary adaptations as the Ua* for AKMA. The changes required for Ua* are FFS.   

4.4
Security requirements and principles for AKMA

The following security requirements are applicable to AKMA:
-    AKMA shall reuse the same UE subscription and the same credentials used for 5G access.

-    AKMA shall reuse the 5G primary authentication procedure and methods (both 5G AKA and EAP AKA’ shall be supported) for the sake of implicit authentication for AKMA services.
 -    AAnF’s SBI interface to AUSF shall be confidentiality, integrity and replay protected.
-     The interface between AAnF and AF shall be confidentiality, integrity and replay protected.
-    The application key shall be provided with a maximum lifetime. When the application key lifetime is expired, it shall be renegotiated.
Editor’s Note: Further security requirements regarding roaming and other aspects will be added. 
4.4.1
Requirements on Ua* Reference point

The Ua* reference point is application specific. The generic requirements for Ua* are:

· Ua* protocol shall be able to carry AKMA Key Identifier (A-KID); 

· the UE and the AKMA AF shall be able to secure the reference point Ua* using the AMKA AF specific shared key derived from AKMA key;

NOTE: The exact method of securing the reference point Ua* depends on the application protocol used over reference point Ua*.
· the AKMA AF shall be able to indicate to the UE that the current shared secret has expired, and the UE should use newer shared secret with the AKMA AF;

Editor’s Note: Further requirements (including the need to specify Ua* protocol identifier) are FFS.
*** END of 2nd CHANGE***
*** START 3rd CHANGE ***
5
Key Management 

5.1
AKMA key hierarchy

The key hierarchy (see Figure 5.1-1) includes the following keys: KAUSF, KAKMA, KAF. KAUSF is generated by AUSF as specified in clause 6 of TS 33.501 [2]. 
Keys for AAnF:


KAKMA is a key derived by ME and AUSF from KAUSF.

Keys for AF:


KAF is a key derived by ME and AAnF from KAKMA. 
KAKMA and KAF are derived according to the procedures of clause 6.1 and 6.2. 
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Figure 5.1-1: AKMA Key Hierarchy
5.2
AKMA key lifetimes

The KAKMA is valid until the next primary authentication is performed (implicit lifetime), in which case the KAKMA might be replaced after a successful new authentication or removed after an unsuccessful one. 

Application keys KAF shall use explicit lifetimes based on operator’s policy. The lifetime of KAF shall be sent by the AAnF as described in clause 6.2. In case that a new anchor key KAKMA is established, the application key KAF can continue to be used until its lifetime expires. When the KAF lifetime expires, a new application key is established based on the current anchor key KAKMA.

*** END of 3rd CHANGE***
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